
 99.9% delivery of clean email – guaranteed
 Filter inbound and outbound email
 Incorporates backup and high availability, 

plus fallback webmail service
 Minimize the investment required in 

specialized hardware, software, and in-house 
expertise

 In-the-cloud filtering preserves bandwidth 
and provides comprehensive protection across 
all users, regardless of location or connection 
status

 Multiple domain support ensures adaptability 
to organizations of any size

Key Benefits Spamina Cloud

Are you risking the security of your business?

95% of emails entering business networks every day are spam and/or infected
with malware, increasing vulnerability to security breaches and decreasing
employee productivity.

Plus, your business must meet specific legal requirements regarding the control and
protection of data.

Protect your email 24 x 7 x 365

Email remains the most critical component of business communications today, so IT 
departments must be able to guarantee maximum service availability while 
providing full protection against malware, spam, and phishing attacks. 

Spamina Email Service Firewall solves both problems by delivering 100% 
effective email protection that can scale to meet the changing needs of businesses 
over time, combining ease of deployment, simplicity of management, and minimal 
latency in email delivery.

Management and Control

From the web user interfaces available for the different profiles, administrators can 
perform multiple tasks, including configuring email firewall settings, controlling the 
log of emails received, and even managing quarantines. The system can also be set 
to immediately notify you of potential breaches and security incidents.

 The same benefits as Spamina Cloud, plus
 C ustomizable by large integrators and 

other organizations wishing to offer their 
own clean email service

 A single deployment can be used across 
multiple clients and multiple domains

 Fully scalable distributed architecture
 Available for physical or virtual appliances

Key Benefits Spamina Cloud 
for Service Providers

Service Modalities

Service Opertation Spamina Email Service Firewall
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Technology

Spamina Labs are continually monitoring spam and its evolution, 
enabling us to deliver the best possible protection against spam 
now and into the future.

Spamina Real-Time Intelligence Database enables proactive, 
real-time, dynamic updates to the spam filter as threats change 
and evolve

Spamina Predictive Analytics protect your email system from 
all types of external vulnerabilities. The multilayer filters ensure 
maximum efficiency, delivering only valid email to your users. 

Administration

 Integration with any email platform

 Web management interface based on profiles

 Real-time management of users

 Encrypted traffic support for SSL and TSL

 Activity reports for email traffic by domain

 Flexible capacity configuration

 Customization is simple and manageable

 Firewall rules engine for email

 Enterprise-level configurations for domains and users

 LDAP integration for high end user authentication

 Quarantine management for both spam and malware 

 Spam designation without sending to quarantine

 Flexible report settings for users and administrators

 Automatic updates through the transparent in-the-cloud model

 Multiple language support – English, Spanish, French, 
German, and Portuguese

Security

Perimeter antimalware for corporate email

Mail hygiene capabilities includes antiphishing, antispam, and 
antispoofing

Directory harvesting prevention using delay, greylisting, and 
other techniques

Automatic and guaranteed filtering modes ensure delivery of 
only clean email

Full archiving for incoming mail 

Multi-week quarantine, depending on available storage capacity

Defined rules for configuration and use of email firewall

Guaranteed continuity of service through 24x7x365 data center 
monitoring

Cloud Architecture for Service Providers

Scalable architecture ensures the service can meet the needs of 
any size of business through load distribution across multiple data 
centers

Service Level Agreement (SLA)

Spamina offers a service level agreement that is tailored to the needs 
of customers of all sizes and is committed to the highest level of 
excellence in all its solutions through the ongoing measurement of 
critical system parameters.

Confidentiality of information

Spamina enforces strict access control to ensure privacy and data 
security. Compliance with security standard regulations across 
multiple jurisdictions at all times ensures the highest level of security 
for customers and the integrity of their businesses
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